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DISCLAIMER

Disclaimer

This guide provides instructions for building a basic “out of the box™ environment to which
the AWLRS application can be deployed. It is intended only as a guide; each individual
customer site may have their own rules regarding the configuration of components such as
I1S in which case the instructions given here may need to be adapted accordingly.

You must ensure that you have adequate licensing for all 3™ party software required such
as Windows Server and Oracle. If you are unsure, please contact your Bentley Account
Manager.
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1 Database Server

The AWLRS application is dependent upon a fully patched exor core 4900 installation therefore it is assumed that an
appropriate database server with an instance of exor core 4900 installed already exists before any attempt to deploy
AWLRS is made.
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APPLICATION SERVER

2 Application Server

2.1 Base Server

The application server build should start with clean installation of Windows Server 2019.
The following additional assumptions are made:
e The server is fully patched via Windows Update.
e Asingle static IP address is used.
e Minimum specification for the application server is as follows:
e 2CPU Cores
e 8GBRAM
e 1 logical disk (C:) with 50GB of space allocated
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2.2 Staging Folder

The following software components will need to be downloaded to a staging folder on the application server, for
example C:\Stage, from this point on this folder will be referred to as <stage>.

2.2.1 Oracle Client Software

Download the following Oracle client:

e Oracle 19c Client (19.3) for Microsoft Windows x64 (64-bit)
o Important: At Oracle 19c, there is a choice of downloads. Install windows.x64 19300 client.zip

Download the appropriate patch set, in line with your corporate security and patching standards. AWLRS 1.3 was
developed and validated against this patch set for the Oracle Client.

e OPatch p6880880_190000_ MSW!IN-x86-64 (Oracle recommends that you use the latest released OPatch
version for 12.2, which is available for download from My Oracle Support patch 6880880)

e Microsoft Windows 64-bit Bundle Patch April 2021, Microsoft Windows x86-64 BP 19.11.0.0.210420 Patch
32409154, p32409154 190000_MSWIN-x86-64

e JDKB8u291Patch 32490416

NB. Please note that a “My Oracle Support” account may be required to download this component.

2.2.2 MapServer

Up to and including AWLRS build 1.3.18.1 the Bentley build of MapServer 7.0.7.33 can be used.

From AWLRS build 1.3.19.1 onwards the Bentley build of Mapserver included in the AWLRS release zip
(assetwise_mapserver_7.6.4.0.zip) MUST be used.
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2.2.3 Install 1IS

Open Server Manager and select “Add roles and features” from the “Manage” menu:

= Server Manager - | o[

Server Manager * Dashboard © Manage  Tools

Dashboard WELCOME TO SERVER MANAGER

B Local Server

ii All Servers

Add Servers

Create Server Group

o Configure this local server S e B IS

i§ Fileand Storage Services P

QUICK START ‘ ‘ ‘

If the “Before You Begin” page is shown click on “Next”:

= Add Roles and Features Wizard o || = -

f b . DESTIMATION SERVER
Be Ol"e yOU eg | ﬁ wardevaslesonlinelocal
Before You Begin This wizard helps you install roles, role services, or features. You determine which roles, role services, or
= features to install based on the computing needs of your organization, such as sharing documents, or
Installation Type hosting a website.

Server Selection .
To remove roles, role services, or features:
Start the Remove Roles and Features Wizard

Before you continue, verify that the following tasks have been completed:

* The Administrator account has a strong password
* Metwork settings, such as static IP addresses, are configured
* The most current security updates from Windows Update are installed

If you must verify that any of the preceding prerequisites have been completed, close the wizard,
complete the steps, and then run the wizard again.

To continue, click Mext.

[] Skip this page by default

< Previous

Install Cancel
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Make sure that “Role-based or feature-based installation” is selected and click on “Next”:

= Add Roles and Features Wizard == -

Select installation type e e onine oca

wardevas]es.online local

Before You Begin Select. the installation .t)rpe..\"ou can |n5?a|| roles and features on a running physical computer or virtual
machine, or on an offline virtual hard disk (VHD).

® Role-based or feature-based installation

Configure a single server by adding roles, role services, and features.

Server Selection

() Remote Desktop Services installation

Install required role services for Virtual Desktop Infrastructure (VDI) to create a virtual machine-based
or session-based desktop deployment.

Install Cancel

Accept the default “Select a server from the server pool” and the server being configured from the server pool and
click on “Next”:

fE Add Roles and Features Wizard O *

Select destination server ameatt s e

wardevaslaxonlinelocal

Before You Begin Select a server or a virtual hard disk on which to install roles and features.
Installation Type ® Select a server from the server pool
er Selection () Select a virtual hard disk
Server Roles Sarver Pool
Features
Filter:
MName IP Address Cperating Systermn

wardevaslax.onlinelocal  10.228.96.202 Microsoft Windows Server 2016 Standard

1 Computer(s) found

This page shows servers that are running Windows Server 2012 or a newer release of Windows Server,
and that have been added by using the Add Servers command in Server Manager. Offline servers and
newly-added servers from which data collection is still incomplete are not shown.

B ) R
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Scroll down the list of Server Roles and select “Web Server (I1IS)”, click on “Add Features” in the window that pops
up to confirm the addition of the 11S Management Console:

]

Add Roles and Features Wizard

Select server roles

Select one or more roles to install g

Roles

Add features that are required for Web Server (115)7

The following tools are required to manage this feature, but do not

have to be installed on the same server.
[ Application Server

[[] DHCP Server
[] DNS Server

[ Fax Server

4 Web Server (lIS)
4  Management Tools

[Tools] 115 Management Console
[®] File and Storage Services (
O Hyper-V
[] Network Policy and Acces
[ Print and Dacument Servic
[] Remote Access

[] Remote Desktop Services

= clurne Activation Serviceq

Include management tools (if applicable)

indows Deployment Sen
[ Windows Server Essentials
[] Windows Server Update 54

< Previous | ‘ Next > | | Install

| | Cancel

Click on “Next”:

Select server roles

Before You Begin
Installation Type

Server Selection

Featuras
Web Server Role (I1S)
Rale Services

Caonfirmation

Select one or more roles to install on the selected server.

Roles Description

[] Application Server

[] DHCP Server

[] DNS Server

[] Fax Server

[®] File and Storage Services (1 of 12 installed)
[ Hyper-v

[] Network Policy and Access Services
[] Print and Document Services

[] Remaote Access

[] Remote Desktop Services

[ Volume Activation Services

Neb Server (IIS)

[] Windows Deployment Services

[[] Windows Server Essentials Experience

[] Windows Server Update Services

DESTINATION SERVER
wardevas1esonline local

Web Server (IIS) provides a reliable,
manageable, and scalable Web
application infrastructure.

< Previous
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Select “ASP.NET 4.7” from the list of Features and click on “Next”:

A E NI:T Framework 4.7 Features (2 of 7 installed)
NET Framework 4.7 (Installed)

l

I E WCF Serwces (1 of 5 installed)

Click on “Next” to continue to “Role Services”:

Web Server Role (I1S) SR

Before You Begin Web servers are computers maF let you share inFormatiun_ over th_e Internet, ort_hrough intranets a_nd
extranets. The Wek Server role includes Internet Infermation Services (lIS) 8.5 with enhanced security,

Installation Type diagnostic and administration, a unified Web platform that integrates IIS 8.5, ASP.NET, and Windows

Server Selection Communication Foundation.

Server Roles Things to note:

Features
* Using Windows System Resource Manager (WSRM) can help ensure equitable servicing of Web

ver Role (115) server traffic, especially when there are multiple roles on this computer.

Role Services * The default installation for the Web Server (I15) role includes the installation of role services that
enable you to serve static content, make minor customizations (such as default documents and HTTP

Confirmaticn errors), monitor and log server activity, and configure static content compression,

Mare information about Web Server IS

e

< Previous IW] | Install | | Cancel
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Ensure that the following Role Services are selected in addition to the defaults (Click on “Add Features” if any popups
are displayed as you select the Role Services from the list) then click on “Next”:

HTTP Redirection

Logging Tools

Request Monitor

Dynamic Content Compression

Basic Authentication

Client Certificate Mapping Authentication
Digest Authentication

11S Client Certificate Mapping Authentication
IP and Domain Restrictions

URL Authorization

Windows Authentication

.Net Extensibility 4.7

ASP

ASP.NET 4.7

CGl

ISAPI Extensions

ISAPI Filters

Server Side Includes

I1S Management Scripts and Tools

Check the list of Roles and Features to be installed then click on “Install”:
The installation will start, it may take a few minutes to complete:

Once the installation is complete click on “Close”

CONFIDENTIALITY STATEMENT
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2.3 Install NET 4.7.2

NOTE: This should already be present by default on the operating system. Please disregard this section if it is already
installed.

Using a browser on the application server, navigate to the following URL:

https://dotnet.microsoft.com/download/dotnet-framework/net472

Download the runtime version, once downloaded, depending on your browser, you may see a pop-up prompt asking
for permission to run the file, if not the browse to the download location and double click on the file to execute it.

Select “Install”

o Microsoft .NET Framework - X

NET Framework 4.7.2 Setup
Please accept the license terms to continue, NET

MICROSOFT SOFTWARE SUPPLEMENTAL LICENSE TERMS

.NET FRAMEWORK AND ASSOCIATED LANGUAGE PACKS FOR
MICROSOFT WINDOWS OPERATING SYSTEM

Microsoft Corporation (or based on where you live, one of its
affiliates) licenses this supplement to you. If you are licensed to use
Microsoft Windows operating system software (the "software™), you
may use this supplement. You may not use it if you do not have a
license for the software. You may use this supplement with each
validly licensed copy of the software.

The following license terms describe additional use terms for this

e Y S T - SRS

I have read and accept the license terms. = W

For data collection information, read the Microsoft Privacy Statement.

Cancel

o Microsoft NET Framework - X

Installation Is Complete

.MET Framework 4.7.2 has been installed.

Check for more recent versions on
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Once complete restart the app server.

2.4 Install NET Core

Download and install the .NET core hosting bundle from the Microsoft website.

https://dotnet.microsoft.com/download/dotnet-core/thank-you/runtime-aspnetcore-3.1.5-windows-hosting-
bundle-installer

T PO repaTe

Download .NET Core 3.1

' See recommended downloads for the latest version of .NET.

Build apps - SDK @ Run apps - Runtime ©

@ This release contains multiple SDKs. If you're using Visual Studio, look ASP.NET Core Runtime 3.1.5

for the SDK that supports the version you're using. If you're not using

The ASP.MET Core Runtime enables you to run existing web/server
Visual Studio, install the first SDK listed.

applications. On Windows, we recommended installing the Hosting
Bundle, which includes the .NET Core Runtime and IIS support.

SDK 31301 115 runtime support (ASP.NET Core Module v2)

Visual Studio support 13.1.20142.5

Visual Studio 2019 (v16.6)

0s Installers Binaries
Included i
r.K uaedin Linux Package manager ARM32 | ARMES | ARME4 Alpine | x64
Visual Studio 16.6.2

instructions Alpine | x64

Included runtu_'nes macOS <54
NET Core Runtime 3.1.5
ASP.NET Core Runtime 3.1.5 Windows 164 | x86 | Hosting ARM32 | x64 | x86
Desktop Runtime 3.1.5 Bundle

2.5 Install Web Deploy

Using a browser on the application server, navigate to the following URL.:

https://www.microsoft.com/en-gb/download/confirmation.aspx?id=39277

This will initiate the download of the file “WebDeploy_amd64_en-US.msi”

Once downloaded, depending on your browser, you may see a pop-up prompt asking for permission to run the file, if
not the browse to the download location and double click on the file to execute it.
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Select “Run” when prompted:

Open File - Security Warning -
Do you want to run this file?

Name: ..ministrator\Downloads\WebDeploy amd64 en-US.msi
Publisher: Microsoft Corporation

Type: Windows Installer Package

From: CA\Users\Administrator\Downloads\WebDeploy_amdé...

o
Run

) ][ o

N

[w] Ahways ask before opening this file

While files from the Internet can be useful, this file type can potentially
harm your computer. Only run software from publishers you trust.
What's the risk?

When the Setup window is displayed click on “Next”:

5, Microsoft Web Deploy 3.5 Setup ERE

Microsoft

Internet
IIS éﬁgn:gtion Welcome to the Microsoft Web Deploy
3.5 Setup Wizard

The Setup Wizard will install Microsoft Web Deploy 3.5 on
your computer. Click Next to continue or Cancel to exit the
Setup Wizard.

Back | (Nextj | | Cancel
N

Tick the box to accept the terms of the license agreement and click on “Next™:
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) Microsoft Web Deploy 3.5 Setup = -

(=]
End-User License Agreement
Please read the following license agreement carefully .'.

MICROSOFT SOFTWARE SUPPLEMENTAL LICENSE TERMS

mj >

MICROSOFT WEB DEPLOY 3.5 FOR MICROSOFT WINDOWS SERVER

Microsoft Corporation (or based on where you live, one of its affiliates)
licenses this supplement to you. If you are licensed to use Microsoft
\Windows Server software (the “software”), you may use this
supplement. You may not use it if you do not have a license for the
software. You may use this supplement with each validly licensed copy
of the software.

[1 accept the terms in the License Agreement

Y
Print | ‘ Back ” { Next] ‘ | Cancel
u

Tick the box if you wish to participate in the CEIP program and click on “Next”:
1 Microsoft Web Deploy 3.5 Setup = -

=]
Help Improve Web Deploy c Ii
|

Join the Customer Experience Improvement Program and help improve the -
quality, relability and performance of Microsoft software and services.

Read more about Customer Experience Improverment Program -
http:// go.microsoft.com/fwlink/ ?linkid=52097

If you choose to participate:
Microsoft will:

» Collect information about your software and hardware configurations.

["]1 agree to participate in the CETP program. (Recommended)

N
‘ Back ” {Next] | | Cancel
-

Click on “Complete” to perform a full install:

Choose Setup Type
Choose the setup type that best suits your needs

1 Microsoft Web Deploy 3.5 Setup [=[o ]
¢ |

Installs the most common program features. Recommended for most users.

Allows users to choose which program features will be installed and where
they will be installed. Recommended for advanced users.

o
o)

Alrprogram features will be installed. Reguires the most disk space.
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Click on “Install”:

) Microsoft Web Deploy 3.5 Setup [= = ]

Ready to install Microsoft Web Deploy 3.5 c
‘y-b.
L |

Click Install to begin the installation. Click Back to review or change any of your
installation settings. Click Cancel to exit the wizard.

N
Back ” {Insmll] | | Cancel
N

The installation will begin:

# Microsoft Web Deploy 3.5 Setup EEIE]

Installing Microsoft Web Deploy 3.5 E‘,_b
|

Please wait while the Setup Wizard installs Microsoft Web Deploy 3.5.

Status: Copying new files

Back Next Cancel

Click on “Finish” to complete the installation:

1 Microsoft Web Deploy 3.5 Setup EEIE)

Microsoft

Internet
IIS Information Completed the Microsoft Web Deploy 3.5
Services

Setup Wizard

Click the Finish button to exit the Setup Wizard.

The Web Deploy installation is now complete.
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2.6 Configure MIME Type

The AWLRS Web Api returns some content to the AWLRS Application as json files so a MIME Type for the “.json”
extension is required.

On the application server run the Internet Information Services (11S) Manager application, select the server in the
left-hand side and double click the “MIME Types” icon in the central panel:

e Internet Information Services (IIS) Manager =B -
@_‘: [ 9 » WARDEVASIES » |8 < @ -
File View Help
Connections - Actions
& le WARDEVAS1ES Home '
7 = | | 6 ® Manage Server
.- Start Page = & Restart
P Filter: - Gi = Show All | Gi by: - - "
» [€5 WARDEVAS1ES (WARDEVASTES\Administratar) e o - (g Show roup by: Area e
CUTITECUOIT IVI@LIINE ey FEyes anu—— FTOVIUErS — SESSION SL0e 3IVITF C=TTian
Strings Controls - B Stop
s ~ View Application Pools
. — 3 View Sites
o R [ g (s v
ASP Authentic.. Autherizat... Cal Compression  Default =
Rules Document % Export Server Package...

E Import Server or Site Package...

= éﬁ Get New Web Platform
Directory  ErrorPages  FastCGl Handler B Components
Browsing Settings Mappings @ Help

» B ¢ B

IP Address  1SAPland  ISAPI Filters Legging
and Doma... CGl Restri...

Medules

Check that the list of MIME Types has an entry for the extension “.json” as shown below:

073!_ MIME Types

Use this feature to manage the list of file name extensions and associated content types that are
served as static files by the Web server,

Group by: Mo Grouping o

Extension™ MIME Type Entry Type ~
appli .. Local
ﬂ .json] pplication/json Local
i jseri Local
Jatex application/x-latex  Local
it application/x-ms-... Local
Ipk application/octet-..  Local

If there is no entry then click “Add” in the “Actions” panel on the right-hand side:

15
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0; MIME Types

Use this feature to manage the list of file name extensions and associated content types that are Ed..
served as static files by the Web server, K Remove

Group by: Mo Grouping = @ Help

Frtencinn™ BAIRAF Tune Frtrs Tune ~
Enter the following values and click on “OK™:

File name extension: .json
MIME type: application/json

File name extension:

|Json

MIME type:

| applicationfjson|

Exit 11S Manager.
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2.7 Install the Oracle Client

On the application server go to the <stage> folder created in section 2.2 and unzip the downloaded Oracle 19c Client
for Windows x64 to a folder called OracleClient. Oracle recommend to unzip with 7-zip, rather than the native
windows unzip.

Before installing all the Oracle software in this guide, you should be logged in as a local user, and must always open a
command prompt with administrator permissions.

O &
Best match

- Command Prompt
Desk]

4l

Run as administrator
Settings (1)

Run as a different user
Open file location

Pin to Start

¥ x = 4

Pin to taskbar

You should now have a folder structure that looks something like this:

| ¥ = | client - O X
Home Share View o
— v 4 « stage > OracleClient > WINDOWS.X64_193000_client > client ~ O | Search client el

el
Name Date modified Type Size
JF Quick access
B Desktop install 30/05/2019 1344 File folder
response 30/05/2019 14:58 File folder
¥ Downloads B
stage 30/05/2019 15:01 File folder
&l Documents £ setup 14/11/2018 1542 Application 230 KB
&=/ Pictures 1] setup 21/01/201513:14  Configuration setti... 1KB
@ This PC | welcome 06/02/2013 19:25 HTML Document 1KB
¥ Network

6 items =

17
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In the command window, navigate to the Oracle client setup directory, and run setup.exe

Administrator: Command Prompt — O *

C:\»cd stage\OracleClient\WINDOWS.X64 193000 client\client)

Y

@ _clienth\client>setup.exeg

Run <stage>\OracleClient\client\setup.exe as administrator, a command prompt will be briefly displayed followed by
the Oracle Client Installer.

(Below) Select “Runtime” from the list of installation types and click on “Next”:

|£| Oracle Database Client 19¢ Installer - Step 1 0f 7 - [m) X
Select Installation Type 1 C ORACLE
Database
5, Select Installation Type Whattype of Installation do you want?
f -
« Oracle Home User Selection | () Administrator (15GB)

Installs the management cons ole, management tools, networking senvices, uiliies and basic client software.
? (3 Runtime (1.1GBY
Installs tools for developing applications, networking senices and basic client software.
() Ingtant Client (350 0MB}
Installs Instant Client Software
() Custom

Enables you to choose individual companents to install

Help Next > Cancel
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In the next section you have different options. The Oracle recommended approach is to install as a new windows user.
Your corporate security and build requirements may be different.

|£| Oracle Database Client 19¢ Installer - Step 2 of 7

- m} X
Specify Oracle Home User 1gc ORACLE
Database
A Select Installation Type Use Windows Built-in Account or specify 3 standard Windows User Account (not an Administrator account) to install and configure the

T Oracle Home. This account is used for running the Windows Senices for the Oracle Home. Do not log in using this account to perform
' Oracle Home User Selection | agministrative tasks.
|

Specify Installation Location -
A () Use Existing Windows User

() Create New Windows User

\2? ( }‘ Use Windows Built-in Account

Help |

= Back " DNext = | ‘ Cancel ‘

e For Bentley internal or development purposes you can stick to the default of “Use Windows Built-in
Account”.

e If you are unable to create a Windows user, the most likely reason is setup.exe is not being with
Administrator Privileges — it would be best to start the install again.

In this example below, the windows user will be called “oracle owner”
Regardless of whether you chose a built-in account, or to Create a New Windows user, Click Next .
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|£ | Oracle Database Client 19c Installer - Step 2 of 7

- O X
Specify Oracle Home User 1 C ORACLE’
Database
k. Select nstaligtion Tupe Use Windows Built-in Account or specify a standard Windows Us er Account (not an Administrator account) to install and configure the
! Oracle Home. This account is used for running the Windows Senvices for the Oracle Home. Do notlag in using this accountta perform
@ Oracle Home User Selection |  agministrative tasks.
f
Specify Installation Loca
. spedirinsilsiontocsloh | ) yse Existing Windows User
i (3) Create New Windows User
User Name. |oracie_owner |
Password [seevesessacsees ]
Confim Passwordy [sesssssssesesssd] ‘
The newly created user is denied Windows logon privileges
() Use Windows Built-in Account
Help <Back || Net> | Cancel

(Below) Optionally amend the locations of the install and click next:

|£ Oracle Database Client 19¢ Installer - Step 3 of 7 - O X
Specify Installation Location 1 C ORACLE
Database

r Select Installation Tvoe Specify an Oracle base path to place all Oracle software and configuration-related files. This location is the Oracle base directory.

¢ Qracle Home User Seledtion

! Oracle base: [C:lapploracle_owner [+] [Browse..
© Specily Installation Location

o Perform Prerequisite Checks . y

7 Specify a location for storing Oracle software files. This location is the Oracle home directory.

; Software location: |C\apploracle_ownenproduct19.0.0\lient 1 [+] | Browse..
Help. <pack | Next- Cancel

Click Next, Install will verify Pre-requisite checks
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| £ Oracle Database Client 19¢ Installer - Step 4 of 7

= [m] x
Perform Prerequisite Checks 1 C ORACLE
Database

oy Verifying that the target meets minimum and for products you have selected. This

T cantake time. Please wat.

! 0%

[
) Perform Prerequisite Checks

f

[

il Il
| Hew Cancel
|£| Oracle Database Client 19c Installer - Step 5 of 7 O x
Summary 1 C ORACLE
Database
,T\ SelectInstallation Type (=~ Oracle Database Client 19¢ Installer
i Oracle Home User Selection - Global Settings
¢ Speciy Instaliation Location - Disk Space: required 1.1 GB available 107.49 GB
 Perform Prerequiste Checks - Source Location: C-\stage\OracleClientWINDOWS X84 _193000_clienticlientinstalll \stage\praducts.aml
3 summary - Install Type: Runtime [Edit
t + Oracle Base Capploracle_owner [Edil]
T + Oracle Home location: C-\apploracle_owneriproduch19.0.0\client_1 [Edit
: - Oracle Home User Selection: oracle_owner [Edi
| save Response File
Help <Back [ mstan | [ cancer |
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|#£] Oracle Database Client 19¢ Installer - Step 6 of 7 - [m] X
Install Product 1 C ORACLE
Database
yoy Progress
} % ]
I
I
i Status
@ InstallProduct - Oracle Client Installation In Progress
o « « Prepare Succeeded
+ Copy files Pending
- Setup Pending
Setup Oracle Base Pending
Oracle Client Configuration Pending
| Details |
1 C ORACLE’
Database
[ Hen | | cancel
(Above, installation will continue).
|£| Oracle Database Client 19¢ Installer - Step 7 of 7 - O X
Finish 1 C ORACLE’
Database
’[\ The installation of Oracle Client was successful
I
I
I
I
I
‘w Finish
| Help ‘ Close

At this point the Oracle 19c client is installed, patching is now required.

2.8 Patch Oracle Client

This section contains two tasks
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e Extract the latest copy of Opatch, and put it in the Client Oracle_Home
(Opatch is Oracle’s Patching Utility.)

e Install the patchset
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2.8.1 Update OPatch

Navigate to the Oracle client install directory and rename the existing Opatch directory as Opatch_old
(Which in this example is C:\app\oracle_owner\product\19.0.0\client_1\OPatch )
e.g.

Extract opatch download into a Staging area and copy the Opatch folder from it, and then paste it into your client
installation

% = | client_1

Horme Share View

— N » This PC > Windows (C;) > app *» oracle_owner »> product > 19.0.0 > client_1 >
Name Date modified Type Size
JF Quick access ) B
lib 03/05/2020 1717 File folder
B Desktop network 03/05/2020 17:18  File folder
¥ Downloads nls 03/05/2020 17:16 File folder
=| Documents oci 03/05/2020 17:16 File folder
| Pictures odbc 03/05/2020 17:16 File folder
i . ODP.NET 03/05/2020 17:16 File folder
<@ This PC
oledb 03/05/2020 1717 File folder
. 3D Objects T .
oledbolap 03/05/2020 1717 File folder

B Desktop OPatch_old| 03/05/2020 17:17  File folder
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2.8.2 Install the Windows patch set

This is not intended to replace the README.html contained in this Oracle patch, which are maintained and published
by Oracle. You are recommended to carefully read the README before patching.

Open a new command prompt as administrator, this is to make sure your PATH has been updated with the new
ORACLE_HOME for the client and run the PATH command. You should now see an Oracle client on the front of the
path. If you don’t see an oracle client on it, you need to close the window, and open a new one.

Administrator: Command Prompt — Oa >

Set the following variables — please note the following example is for a client installed in
C:\app\oracle_owner\product\19.0.0\client_1

SET ORACLE_HOME=C:\app\oracle_owner\product\19.0.0\client_1
PATH=%ORACLE_HOME%\OPatch;%PATH%
PATH=%ORACLE_HOME%\peri\bin; %PATH%

Set PERL5LIB= <Press Enter>

This last command is to remove PERL5LIB from the path.

This adds opatch and perl into the path, we can verify that’s ok as follows using these two commands
Perl -v
Opatch Isinventory
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54_196686_MSWIN >SET ORACLE_HOME= 9.8.@\client_1
54 _196686_MSWIN

9154 _196806_MSWLI!

J154_19868e_MSWII

54_196688_MSWIN

version 28, si 5.28.1) built for MSW 0 ti-thread

d

/ or the
Perl 5 source kit.

should be found on
ccess to the
rl Home Page.

This should show some output from Perl.

9154

le Home
1 Inventor

.@.@\client_
cle_owner\produ

nstalled Top-level Produc

le Client
installed in this Oracle Home.

hes installed in this Oracle Home.

p32489154_1906008_MSWIN

The last line should say “OPatch Succeeded”

Stop the service for the Distributed Transaction Coordinator service (which is not an Oracle service) if it is
running. It may not be running, so ignore the error (as below) if it isn’t running.

net stop msdtc
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\system32>net stop msdtc
The Distributed Transaction Coordinator service is not started.

More help is available by typing NET HELPMSG 3521.

Navigate to the staging area, and unzip the patch p32409154 190000 MSWIN-x86-64,

Using the command prompt we have open navigate into the folder and type opatch apply answering Y to the
questions.

you want to proceed? [y|n]

er Responded with: Y
A11l checks passed.

Please shutdown Oracle instances running out of this ORACLE_HOME on the local system.
acle Home = >z \app\oracle_owner\product\ .@\client_1")

Is the local system ready for patching? [y|n]
y

User Responded with: Y

Backing up files...

Below is a snapshot of the output produced

component oracle.ldap.owm, 19.6.9.0.0...
g component oracle.rdbms.rsf, 19.8.0.
component oracle.
component oracle.ha
g component orac
component

e_owner

54 190068 MSWIN
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2.8.2.1 Install Client JDK patch
Navigate to the patch folder

C:\stage\p32496416_ 190000 MSWIN-x86-64>cd 32490416

C:\stage\p32490416_190866_MSWIN-x86-64\32496416>0patch apply

Please shutdown Or i nning of ORACLE_HOME on the local system.
(Oracle Home ' pp \produ s ient_1")

'32490416" to OH 'C:\apph\oracle_owner\product\19.8.0\client_1"

.B.8\client_1\cfgtoollogs\opatch\opatch2021-06-03_11-46-23AM 1.log

Command should finish with “Opatch Succeeded”, If you stopped the MTSDC, restart it.

net start msdtc
C:Nstages29394803 >net start msdtc

The Distributed Transaction Coordinator service is starting.
The Distributed Transaction Coordinator service : started successfully.

C:\stage 29394003 >

To ensure this was successfully run then type
Opatch Ispatches
This should show the patch — see below “Patch Description” line.

=
C

ge416>opatch lspatches
K. BUMDLE PATCH 19.8.8.6.21842

ndows Database Bundle Patch : 19.11.0.0.218420 (32489154)

You can now delete the files you copied in your staging area.
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2.9 Configure the database connection

To configure a database connection run the Oracle Net Manager application:

Apps

El Desktop -‘ Componer ces System Configuration
Computer M. System Information
g G ome =, Defragmer d Optimize Drives
Disk Cleanup
_e. Internet Explorer Event Viewer
Internet Information Service... NEW

Q PC settings ISCSI Initiator

, Lo
Administration As nt for_. NEW
Net Configuration Assistant NEW

Net Manager NEW

The application will run on the desktop:
3% Oracle Net Manager - C\app\Administrator\product\11.2.0\client_1\\NETWORK\ADMINY [ = | B -

Eile Edit Command Help
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Under “Oracle Net Configuration”, expand “Local”, select “Service Naming” then click on the plus [+] icon.

File Edit Command Help

% Qracle Met Configuration
é‘-LUcaI

& Profile

Listeners

_hname

T

The Net Service Name Wizard will be displayed, enter the name of the database in which AWLRS will be installed
and click on “Next”:

To access an Oracle database, or other service, across the netwark

wou Use a net service name. This wizard will help you create a net
Semrvice name.

Enterthe name you wantto use to access the datahase or semvice.
[t can he any name you choose,

MHet Service Mame: awlrsdeman

Cancel
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Ensure that “TCP/IP (Internet Protocol)” is selected and click on “Next”:

e Net Service Name Wizard, page 2 of 5: Protocol -

To communicate with the database across a network, a network

protocol is used. Selectthe protocol used for the datahase yvou want to
ACCREE.

PAR Unternet Protocoll

TCPRAP with 3501 (Secure Internet Protocal)
MHamed Pipes (Microsoft Metworking
IPC {Local Database)

Cancel & Back Mext § o

Enter the Host Name (either the fully qualified name of the database server or its IP Address) and the port number and
click on “Next”:

e Met Service Name Wizard, page 3 of 5: Protocol Settings -

To communicate with the database using the TCRAP protocol, the
database computer's host name is reguired. Enter the TCPRIAP host
name for the computer where the database is located.

Host Marme: wardevdb1ajonline local

ATCRIRP port number is also required. The port number for Cracle

databases is usually 1521, You should not normally need to specify
a different port number.

Fort Mumber: 15

Cancel
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Enter the full database name, including the domain, ensure the Connection Type is “Database Default” and click on
“Next”:

b= Met Service Name Wizard, page 4 of 5: Service .

Each Qracle database or service has a serice name. An Oracle
database's service name is normally its global database name.
Enter the service name of the database or other service you want to
access.

Semice Mame: awlrsdemo.online. local

Cptionally, you can choose ifyou want a shared, dedicated or poaled
senver database connection. The default is to [et the database
decide.

Cannection Type: |Datahase Diefault -

Cancel & Back Bext §o

To test the connection details, click on “Test™:

IE Met Service Name Wizard, page 5 of 5: Test -

FPress Test ifyou would like to verify that the database can be
reached using the infarmation provided.

When you are finished, or ifyou want to skip testing, press Finish
to create the net service name ar, it enabled, Mext to continue.

Cancel
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The test will probably fail (with either ORA-01017: Invalid usernames/password, logon denied or ORA-28043: invalid
bind credentials for DB-OID connection) as the default “scott/tiger” user will not exist in the database. Click on

“Change Login™:

Connection Test -
Expect connecting to the database to take from one to several seconds to complete. Ifittakes longer,
please wait, the reason for any failure will be displayed. To change the userid and password used for the

test press Change Login.

When finished testing press Close.

Initializing first test to use userid: scott, password: tiger
Attempting to connect using userid: scott

Thetest did not succead.

CORA-01017: invalid usernamel/password; logon denied

There may be an error in the fields entered,
arthe server may not be ready for a cannection.

1 *

Change Login...| Test| Close

Enter the username and password for a user that does exists on the database, for example the exor Highways Owner,
and click on “OK”:

o Change Login -

Login Infarmation

Llzername:

FPasswiard: A

@ Cancel
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Click on “Test” again, this time the connection test should be successful, click on “Close” to continue:
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Click on “Finish”:

Press Test ifyvou would like to verify that the database can he
reached using the infarmation provided.

When you are finished, ar it you want to skip testing, press Finish
to create the net service name or, it enahled, Mext to continue.

Test..

“  Back ] blext o

Review the information displayed for the connection that has just been added then click on File - Save Network
Configuration to save the changes. Close the Oracle Net Manager application.

File Edit Command Help

Open MNetwork Configuration... de ation
— arme: awlrsdemo.online.lacal
Gave .. R
i (i Datahase Default hd

2el comnatible Identification

Revertto Saved Configuration

Exit Alt+F 4
I_J'Nf CT=TETTET
Add anfiguration

Address 1
Protacol; TCRIIF

Host Mame: wardevidhlaj.onling

Port Mumber.  |1521

Show Advanced

35

CONFIDENTIALITY STATEMENT

The contents of this document, including system ideas and concepts, are confidential and proprietary in nature and are not to be distributed in any
form without the prior written consent of Bentley, Inc.



AWLRS INFRASTRUCTURE GUIDE V1.3 - ustaining Infrastructure ot

“

APPLICATION SERVER

2.9.1 Change the SQLNET.ora file

Go to your ORACLE_HOME\network\admin directory, e.g.
C:\app\oracle_owner\product\19.0.0\client_1\network\admin

Change: SQLNET.AUTHENTICATION_SERVICES=(NTS)
To: SQLNET.AUTHENTICATION_SERVICES=(NONE)

If this is not set as stated above, you may well experience ORA-12638: Credential retrieval failed errors.

2.10 Install MapServer

2.10.1 Build the MapServer directory

On the application server go to the <stage> folder created in section 2.2 and unzip the downloaded MapServer zip
file to a folder on the application server, for example C:\mapserver. This folder will be referred to as the <mapserver>
folder from here on.

You should now have a folder structure as shown below:

v Mapserver
v cgi-bin
gdal-data
v ogrodal
v bin
csharp
gdal-data
gdalplugins
include
lib
v [ proj

SHARE

2.10.2 Encyption Key

Start a new command prompt using the “Run as Administrator” option, and navigate to the <mapserver>\cgi-bin
folder:

cd C:\mapserver\cgi-bin
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o Administrator; Command Prompt

icrosoft Windows [Uersion 6.3.76801
Cc> 2013 Microsoft Corporation. All rights reserved.

sUserssAdministrator?cd cimapserverscgi—hin

swmapserverscgi-hink

Enter the following command to generate an encryption key:

msencrypt -keygen mapserver.key

e Administrator; Command Prompt

icrosoft Windows [Uersion 6.3.96801]
Cc» 2013 Microszoft Corporation. All rights reserved.

sUzeprssAdmninistrator>cd c-smapserverscgi—hin
smapserverscgi—hin>nsencrypt —keygen mapserver_key

tsmapserverscgi—hinx_

There should now be a file called mapserver.key in the <mapserver>\cgi-bin folder. Type exit to close the command
prompt.
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2.10.3 Configure Mapserver in 1S

On the application server run the Internet Information Services (11S) Manager application.

Click on the server branch (WARDEVASLES in the example below) in the left-hand panel then double click on the
ASP icon in the central panel:

File View Help

-~ @) WARDEVASTES Home
Q' Hl_ |ﬂ, Manage Server
= -
- Start Page Filter: + ¥ Go - GYShow All | Group by: Area - B + Retark
4185 WARDEVASTES (WARDEVASTES\A - B Start
.} Application Pools ASP.NET = B Sto
: & stes _ & @ =} =] P
R =
& @ - (=% = View Application Pools
NET NET .NET Error {NET NET Trust  Application View Sites
Authorizat... Compilation Pages Globalization Levels Settings —
— — Deploy @
a_] ﬁ L& & @ Export Server Package...
Connection Machine Key Pages and Providers  Session State SMTP E-mail E’ Import Server or Site Package...
strings Controls Get New Web Platform
_ Components
~ |
B - 5
7:& CGI o
Authentic... Authorizat... CGl Compression  Default
Rules Decument
R — = e =
& gy €
Directory  Error Pages FastCGl Handler HTTP HTTP
Browsing Settings Mappings Redirect Respon...
L ?_ " i =% r W
%.; iy i ﬂ ﬁﬁ 4=}
IP Address  ISAPIand  ISAPIFilters  Logging  MIMETypes  Modules
and Doma... (CGI Restri...
e 8 9 &2
e = . -
[ Festare Vi 5 ot Vi
Ready 6.

Ensure that “Enable Parent Paths” is set to “True”, if you changed the value click on “Apply” on the right-hand side to

save the change:

=

€5 » WARDEVASIES »

File View Help

ﬂﬁ Start Page

ﬁ ASP

-9 WARDEVASTES (WARDEVAS1ES\Adminis B .
@ Application Pools 9 Bz
l‘> &) Sites Code Page 0
Enable Buffering True

Enable Chunked Enceding True
Enable HTML Fallback o

Enable Parent Paths
Limits Properties

Locale ID ]
Restart On Config Change True
4 Compilation

I-  Debugging Properties
Script Language VBScript

Services

Caching Properties

Com Plus Properties

v v v

Session Properties
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Click on “Application Pools” in the left-hand panel, select “DefaultAppPool” in the central panel then click on
“Advanced Settings” in the right-hand panel:

E

@ » WARDEVASIES » Application Pools

Application Pools
% PP @' Add Application Pool...
Set Application Pool Defaults...

. . This page lets you view and manage the list of application pools on the server. Application pools
REVASTES\Administrator) are associated with worker processes, contain one or more applications, and provide isolation Application Pool Tasks
among different applications.

Filter: * % Go ~ %Shwml | Group by: Mo Grouping
Mame *“ Status .MET CLR V... Managed Pipel... ldentity
Started w40 Integrated ApplicationPoolld...
Started w0 Classic ApplicationPoolld... Basic Settings...
A0 Int: ted ApplicationPoolld... Re

-

x Remove

View Applications

0 Help

Ensure that “Enable 32-Bit Applications” is set to “False”:

4 (General) ~
MET CLR Version !
Enable 32-Bit Applications

Managed Pipeline Mode rated
MName DefaultAppPool =
Queue Length 1000
Start Mode OnDemand
4 CPU ]

Expand the “Sites” branch in the left-hand panel, right click on “Default Web Site” then select “Add Virtual
Directory...” from the context menu:

o » WARDEVASIES » Sites » Default Web Sit

File View Help

Q--d|= e 0
P ﬁ Start Page Filt
4 €3 WARDEVASTES (WARDEVAS1ES\Administrator) -

.. |2} Application Pools Al
a.[@] Sites H

[+ Default ﬁ Explor
Edit Permissicns... Autk

@ Adda ﬂf
- fRdd Virtual Directory. | -

Edit Bindings...
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Enter the following values and click “OK”:
Alias: cgi-bin
Physical path: <mapserver>\cgi-bin

Add Virtual Directory [ > I

Site name:  Default Web Site
Path: !

Alias:

|cgi—bin

Examnple: images
Physical path:

|c:\mapserver\cgi-bin| | II'

Pass-through authentication

| Connect as... | | Test Settings... |

Y

| (OK) | | Cancel |

o

Select “cgi-bin” in the left-hand panel then double click on the “Handler Mappings” icon in the central panel:

QI MPENLELU U

[&] Sites ;5% 4 0 Fl [ \/ 9 é@) oy ;‘? E

< Default Web Site N =V
| aspnet_client NET NET .MET Error MET (MET Profile  .NET Roles  .MET Trust  .NET Users  Application Connection Machine Key Pages and
B AWLRS CONNOTP Authorizat... Compilation Pages Globalization Levels Settings Strings Controls
[E, A

[ WebAPI_COMMNOTR o)
&_ cgi-bin ' ;‘;’3_! & =]

Providers  Session State SMTP E-mail

s -
@ i»gn = *%1 ) = ke
o= { 8 | e = e
ASP Authentic... Authorizat.., Gl Compression  Default Directory  Erroff Pages Handler HTTP IP Address
Rules Document  Browsing rect Respon..  and Doma...

N

Logging  MIME Types  Modules Qutput Request  S5L Settings
Caching Filtering

Management

E

Configurat...
Editor

< 5| 2] Features View ||/ Content View

Ready
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Click on “Add Managed Handler...” in the right-hand panel:

0 Handler Mappings

Use this feature to specify the resources, such as DLLs and managed code, that handle responses
for specific request types.

Group by: State -

Mame “ Path State Path Type ”
Disabled

CGEl-exe " EXE Disabled File

ISAPI-dII =dll Disabled File

Enter the following values and click on “OK™:
Request path: *.map

Type: System.Web.HttpForbiddenHandler
Name: Restrict Map files

Request path:

*.map

Example: *.bas, wsvc.axd

Type:

| System.Web.HttpForbiddenHandler

Example: System.Web.Ul.PageHandlerFactory

Mame:

|Restrict Map files

| Request Restrictions...

dd Managed Handler

Add Wildcard Script Map...
Add Module Mapping...

Edit Feature Permissions...
Revert To Parent
Wiew Ordered List...

@ Help

Select “Restrict Map Files” and click on “Add Module Mapping...” in the right-hand panel:

0 Handler Mappings

Use this feature to specify the resources, such as DLLs and managed code, that handle responses
for specific request types.

Group by:  State -

Name - Path State Path Type ~
E Restrict Map files *.map Enabled File

ScriptHandlerFactoryAppServi.,  *_AppService.axd Enabled Unspecified

Add Managed Handler...
Add Script Map...

Add Wil i
dd Module Mapping...

Edit...
Rename
x Remove
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Enter the following values then click on “Request Restrictions...”:

Request path: *.exe
Module: FastCgiModule

Executable: <mapserver>\cgi-bin\mapserv.exe

Name: Mapserver via FastCGI

Add Module Mapping

Request path:

*

JENE

Example: *.bas, wsvc.axd

Medule:

| FastCgiModule

Executable (optional):

|c:\mapser\rer\cgi-bin\mapser\r.ace

-]

Marme:

|Map5er\rer via FastCGl|

F equest Restrictions...

| | Cancel |

In the “Mapping” tab make sure that “Invoke handler only if request is mapped to:” is ticked and that “File” is

selected.

Reguest Restrictions

Mapping |Verbs | Access

I

Invoke handler only if request is mapped to:
® File
) Folder

() File or folder

In the “Verbs” tab select “One of the following verbs:” and enter “GET,HEAD,POST”

Reguest Restrictions

Mapping | Verbs | Access

I

Specify the verbs to be handled:

(® One of the following verbs:

GET,HEAD, POST]|
Example: GET, POST
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In the “Access” tab select “Execute” and click on “OK”

Specify the access required by the handler:

O None
O Read
O Write
) Script
® Execute

Click on “OK” then “Yes” when Prompted:

Request path:

*

EXE

Example: *.bas, wsvc.and
Module:

FastCgiModule

Executable (optional):

| c\mapserver\cgi-bin\mapsery.exe

Name:
| Mapserver via FastCGl

| Request Restrictions..

Do you want to create a FastCGl application for this executable? Click
"Yes" to add the entry to the FastCGl collection and to enable this
executable to run as a FastCGl application,
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Select the “Mapserver via FastCGI” handler mapping and click on “Edit Feature Permissions...” in the right-hand
panel.

@ Handier Mappings Actons

Add Managed Handler...
Use this feature to specify the resources, such as DLLs and managed code, that handle responses AddSesipE Mspes
for specific request types. Add Wildcard Script Map...
Group by: State . Add Module Mapping...
Mame “ Path State Path Type ~ B
Disabled Rl
CGEl-exe " EXE Disabled File X Removems
ISAPI-dII “dll Disabled File _
E Mapserver via FastCGl * EXE Dizabled File - REVEID TP dlE
oo View Crdered |ist...

Ensure that “Read”, “Script” and “Execute” are all ticked then click on “OK”

Permissions:
[v] Read
[w] Script

[w] Execute

g
| &

The Mapserver 11S configuration is complete, close 1IS Manager.
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2.11 Upgrade MapServer

As previously stated from AWLRS build 1.3.19.1 onwards the use of the Bentley build of Mapserver is mandated, if a
different version of Mapserver has previously been deployed to the server for an older build of AWLRS then
Mapserver must be updated to the version shipped in the AWLRS release zip (assetwise_mapserver_7.6.4.0.zip).

To upgrade an existing Mapsever deployment please log into the IIS server and follow these steps:

1. Stop lIS (At the command prompt type “iisreset /stop”)

Rename the existing mapserver folder to mapserver_old (e.g. c:\mapserver becomes c:\mapserver_old)

3. Unzip the shipped mapserver zip file (assetwise_mapserver_7.6.4.0.zip) to the path of the old mapserver
folder (e.g. c:\mapserver) this should give you the folder structure below:

I [ = | mapserver
Home Share View

— v A +» This PC » Windows (C:) * mapserver

g

w o Windows (C) ™ Marne

app
inetpub

cgi-bin

w rnapserver
v cgi-bin
gdal-data
v ogrgdal
v bin
csharp
gdal-data
gdalplugins
include
lib
v ] proj

SHARE

4. Copy the following files from mapserver_old\cgi-bin to mapserver\cgi-bin
e web.config
e mapserver.key
o fonts.list

5. Start lIS (At the command prompt type “iisreset /start”)
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