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1 Introduction

This guide provides instructions for deploying the Bentley AWLRS product and is intended to be read either by
customers or Bentley personnel carrying out an AWLRS deployment.

AWLRS is a web based application that is made up of 3 components that need to be installed or upgraded:

e Database Objects
e Web API
e Ul application

The end user accesses the AWLRS application via a client browser. This client browser connects to the AWLRS Ul
application. The AWLRS Ul application communicates directly with the AWLRS Web API. The AWLRS WebAPI in
turn communicates with the Database.

Client Application Server Database Server

AWLRS r \

Browser e
Ul Application
\ J
( A
\ S

NB. To upgrade an existing AWLRS deployment please follow the instructions given from section 3 onwards.
For a new installation of AWLRS please follow the instructions given from section 4 onwards.

This document should be read in association with all supporting documentation, notably the Bentley Release
Configuration available via Be Communities which details the versions of third-party client and server software
supported for this release.
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2 Prerequisites

2.1 Overview

AssetWise ALIM Linear Referencing Services (AWLRS) is an application that allows an organization to manage their
linear referenced network and associated assets.

This document assumes that a copy of the AWLRS Release ZIP file, for example: exawlrs01031901en.zip, has been
downloaded from the Bentley Select web site.

You will also need to have the appropriate infrastructure in place to support the deployment of the Bentley AWLRS
product, namely:

1. An Oracle Database Server with a suitable exor 4800/4900 database and <exor_base> folder with all released
fixes applied.

2. This release of AWLRS can support single sign on (SSO) authentication using OIDC. This is currently not
mandatory and will not be installed by default. To enable an SSO authenticated user to access the AWLRS
protected resources the exor database must be enabled for SSO and provisioned with suitable SSO user
accounts, which known by the approved identity provider (e.g. Bentley IMS OIDC. If you wish to take
advantage of SSO you should first discuss this with your Bentley account/product management team.

3. An application server to which the AWLRS web components will be deployed, with the following third-party
products installed and correctly configured:

a. Microsoft 1S 10 Server

b. .NET 4.7.2

c. .NET Core 3.1 Hosting Bundle

d. Oracle Client (a version appropriate to the application server operating system and database)
e. Oracle Map Builder

4. An application server with MapServer 7.6.4 installed and correctly configured. There is a dependency here on
I1S being installed, so MapServer can either be installed on the same 1S server as the AWLRS web
component as mentioned above or on its own dedicated IIS server. This decision is likely to be dependent
upon predicted utilization and performance requirements.

Note: please refer to the Bentley Exor Release Configuration document available via Be Communities for the latest
information on supported third-party components such as Oracle Database Server, Oracle WebLogic, browser/JRE
combinations etc.
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2.2 Staging

Before you start the installation, you should stage the files from the AWLRS Release Build to the correct locations on
the relevant servers.

Unzip the AWLRS release to a staging folder, for example C:\stage\exawlrs01031901en
PC » Windows (C:) » stage » exawlrs01031907en »

0 Mame

awilrs
keygen
¢ assetwise_mapserver_7.6.4.0.zip
¢ AWLRS_13191.zip
£ AWLRSWebApi_13191.zip
AssetWise ALIM Linear Referencing Services 1.3.19 Readme.pdf
& AWLRS Product Installation and Upgrade Guide.pdf
EULA.PDF

Inside the unzipped AWLRS folder structure file there will be a folder called ‘awlrs’ for example
C:\stage\exawlrs01031901en\awlrs

Copy this folder to the <exor_base> folder on your database server, for example c:\exor

NB: The <exor base> must also include the unzipped exor core (nm3) release folders.

NB2: If this is an upgrade then you will need to rename the existing <exor base>\awlrs folder before copying
the new version in. This ensures that a copy is available for backup or reference purposes should any issues
arise during the upgrade.
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As a minimum, your <exor base> folder structure should now look something like this:
4 | 4 exor
4 1 awlrs
4 1 admin
| peck
| typ
, install
L mep
| msy
4 1 nm3
; 11g_bin
B L admin
J doc
o help
. icons
J install
J mig

. weblogic

Inside the unzipped AWLRS folder structure there will be a folder named keygen and two ZIP files called:

o AWLRS [revision].zip
o  AWLRSWebAPI [revision]

for example:

e C:\stage\keygen
e C:\stage\exawlrs01031901en\AWLRS 13191.zip
e C:\stage\exawlrs01031901emM\AWLRSWebApi_13191.zip

Copy the keygen folder with its contents and the two zip files to a staging folder on the application server.

You are now ready to install the Bentley AWLRS product.
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3 Upgrade

This section describes the steps necessary to upgrade AWLRS from a previous version. This includes the upgrade of
the database objects and the AWLRS web applications.

Please Note if you are upgrading from a 1.0, 1.1 or 1.2 release of AWLRS then significant infrastructure and
configuration changes are needed to the database and application server prior to performing this upgrade. The most
notable configuration change is amendments to the handlers “Restrict Map Files” and “Mapserver via FastCGI”
moving to the cgi-bin level.

If you are performing a new installation this section can be skipped.

3.1 Database

Change directory to <exor_base>\awlrs\install
e Login to SQL*PLUS as the highways owner on the client PC
e Select and run the correct upgrade script based on the current version and required target version.
start awlrs<xxxx> awlrs<yyyy>.sql _

where <xxxx> refers to the current version of AWLRS and <yyyy> refers to the required version for upgrade.
Note that for current installed vesion numbers <xxxx> between 1.0.0.x and 1.3.13.x inclusive the actual value
of <xxxx> will always be 1010 as the same script will work for each of those.

For example, an upgrade to 1.3.18.x from any version 1.0.1.x to 1.3.13.x i.e. 1.1.7.x, 1.3.18.x would require:

start awlrsl010 awlrsl13190.sqgl

Any version proceeding 1.0.1.x would require first upgrading to 1.0.1.x version. And then the above upgrade
can be carried out

e You will be prompted to enter the path of the location of your highways software. This should be name of the
directory, including disk identifier and a trailing slash character, referred to as <exor_base>.

For example, if you unzipped your highways software in a directory called exor on your C drive, you would
enter the following when prompted.

C:\exor\
NB. The path must include a trailing directory separator.

o When you have supplied this value, you will be prompted to confirm that it is correct and asked whether you
wish to continue.

If the value specified is not correct or does not end with a slash character, you will be given an error message
and the installation script will abort. You will then need to login to SQL*PLUS again and rerun the script.

e When the script has completed, all the AWLRS objects and data will have been upgraded.
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e The following log files are produced in the working directory. At the end of the upgrade, they can be viewed
to check for any errors that could have occurred during the upgrade process.

awlrs<xx> awlrs<yy> 1 <date&time>.LOG
awlrs<xx> awlrs<yy> 2 <date&time>.LOG

where <xx> refers to the original release number (i.e. 1010) and <yy> refers to the new release number (i.e.
1160)

3.2 AWLRS and AWLRS Web API applications

Before deploying the new version of AWLRS Web API and AWLRS Ul application you should make a copy of the
existing deployments for reference.

To do this open I1S manager on the application server and select the AWLRS Ul application (for example

“AWLRS”), right click on it and select “Explore” from the context menu to open the deployment folder in windows
explorer:

U5
p—
©

File  View Help

i-i r WARDEVASIES » Sites » Default W

Connections

@iz |8 @ m
o u\j otart Page Filter:
4 -3 WARDEVASTES (WARDEVASTES\Adm
..} Application Pools ASP.NET
N q_' Sites st
4 €D Default Web Site B
(| aspnet_client MNET
b [ AWLRS Authorizat...
b AWL |,J Explore
[>.-_ cgi-b Edit Permissions...

This will open the root folder of the application for example:
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LI F =

“ Home Share View

1‘| . F ThisPC » Local Disk (C:) » inetpub » wwwroot » AWLRS »

) FS
. inetpub ~ MName

| custerr
| a

| history PP
. App_Data

! logs -
J bin

., temp
| bower_components

J wwwroot
. Content

. aspnet_client _
= , deploy
| AWLRS
| fonts
| a
PP J Scripts
J App_Data .

) Views

Copy the contents of this folder to a safe place as a backup.
Repeat the above for the AWLRS Web Api.
Before deploying the new versions, the previous deployments need to be removed.

In 11S manager select the AWLRS UI application (for example “AWLRS”), right click on it and select “Deploy” -
“Delete Application and Content” from the context menu

NB: This is not reversible!

oy Internet Information Services (Il
®©

|? » WARDEVASIES » Sites » Default Web Site » AWLRS »

File View Help
Connections

0 | 2 “9 /AWLRS Home
CHEIEI ig
5 Start Page
Filter - G z Show All | G
495 WARDEVASTES (WARDEVASTES\Adn | " ° ~ g Show
i-[2} Application Pools ASP.NET
4-[8)| Sites = 4 A
. =0 -
a @ Default Web Site B :-\\‘"/» g
I aspnet_client NET NET NET Error NET .
S thorizat,. Compilation Pages Globalization
L 4 Explore . .
§ e 2
b cg Edit Permissions... E = ah!
I Add Application... st .MET Users Application Connection b
» Settings Strings

Add Virtual Directory...

=]
Manage Application 3 % =]

@ Refresh s Session State SMTP E-mail
K Remove
[ Deploy v | @ Export Application...
"2 Switch to Content View & Import Application...
C
i ‘x Delete Application and Content
= Recycle...

S Eaatirer View |70 Cnntant View:

Repeat the above for the AWLRS Web API.

Once both components have been successfully removed then the new versions need to be deployed, to do this follow
the instructions given from Section 4 (step 4.3) onwards.
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4 Installation

4.1 Apply AWLRS Database Scripts

On your database server, start a command prompt in the <exor base>\awlrs\install folder.
Run SQL*Plus, logging in as the highways owner:

Connected to:
Oracle Database 19c Enterprise Edition Release 19.0.0.0.0 - Production
Version 19.7.0.0.0

SQL>

Run the following script:

start awlrs inst.sqgl
You will be prompted to enter the path to the <exor base> directory:

EN Administrator Windows PowerShell

Please enter the value for exor base. This is the directory under which
he exor software resides (eg c:\exory on a client PC). If the value
ntered is not correct, the process will not proceed.

here is no default wvalue for this wvalue.

TMPORTANT: Please ensure that the exor base value is terminated with
he directory seperator for your operating system
(eg \ in wWindows or / in UNIX).

nter exor base directory now :
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Enter the path to the <exor base> directory where you unzipped the ‘awlrs’ folder from the AWLRS Release Build
ZIP (see the Prerequisites section):

NB. The path must include a trailing directory separator.

Please enter the value for exor base. This is the directory under which
the exor software resides (eg c:\exor\ on a client PC). If the value
entered is not correct, the process will not proceed.

There is no default value for this value.

IMPORTANT: Please ensure that the exor base value is terminated with
the directory seperator for your operating system
(eg \ in windows or / in UNIX).

Enter exor base directory now : C:\exor\g

You should be prompted whether to continue, once accepted the installation will begin:
SQL*Plus will exit once the script has finished:

Check the log files for errors and take action to resolve any issues before continuing. Two log files are produced by
the install script, both are created in the awlrs\install folder and their file names are in the following format:

e awlrs_install_1 [date in the format DDMMMYYYY_HHmMmMSS].LOG
e awlrs_install_2 [ date in the format DDMMMYYYY_HHmMmMSS].LOG

For example:

e awlrs_install_1_17JUN2020_095953.LOG
e awlrs_install_2_17JUN2020_095953.LOG

4.2 Apply Map Builder Configuration

Please refer to the appropriate version of the “AWLRS Administration Guide” and the exor core document "Spatial
Server Admin" for details on how to use Oracle Map Builder to configure a Base Map for AWLRS.

AWLRS allows shape files to be displayed as layers in the map, please refer to the AWLRS Admin Guide for
details of how to implement this functionality.
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4.3 Deploy AWLRS Web API

The following instructions assume a default non-SSO installation of AWLRS. If you wish to install AWLRS with
SSO then additional instructions will be required. In this case you should discuss this with your Bentley account team.

Earlier in step 2.2 a folder name keygen was copied to a staging area on the application server. Locate the keygen
folder and run the executable named AWLRS.EncryptionKeyGenerator from that folder. You can either do this by
double clicking the executable in File Explorer or by opening a command prompt in that folder and running the
executable by name:

« Windows (C:) » stage » exawlrsD1031907en > keygen
~ O Mame
AWLRS.EncryptionKeyGenerator.dil
5| AWLRS.EncryptionKeyGenerator.exe
4) AWLRS.EncryptionKeyGenerator.runtimecenfig.json

Execution of AWLRS.EncryptionKeyGenerator will result in the creation of two values (a Key and an V) as seen
below. You will need these values when you configure the Web API during then next few steps, so make sure to copy
them carefully to a text editor for reference using cut and paste. Note that only the values after the colon (:) to the end
of the line are needed, the Key: and 1V: just identify the actual value relevance.

» ThisPC » Windows (C:) » stage » exawlrs01031807en » keygen

B Chstagelexawlrs01031807en'keygen\AWLRS.EncryptionKeyGenerator.exe - O X

HI XSHL3O0LN4LrCIT TiedXbgmuall
C PTQHGt/MITLH3Liw

It is okay to call this multiple times, just ensure to use a Key and IV pair of values from an individual run of
AWLRS.EncryptionKeyGenerator. Once you have the values recorded you may hit return and close the command
window.
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On the application server run 11S Manager and navigate to the “Default Web Site”:

€ » WARDEVASIES » Sites » Default Web Site »

File Wiew Help

Default Web Site Home .
- |B 8 0 Bl Explore
¥ Start Page Edit Permissions...
: Filter * W Go - \gyShowAll | G g
285 WARDEVAS1ES (WARDEVASTES\Adr | " ¥ Go - igShow Al | Group by: .
i~ Edit Site
-[Z} Application Pools ASP.NET ~ [l -
y — indings...
4.08] Sites = ¥ &) F i
4@ Default Web Site & @ Q Basic Setmopgs
p - aspnet_client MNET MNET NET Error MNET MET Profile Wiew Applications
b4 cgi-bin Authorizat.. Compilation  Pages  Globalization View Vor TS
(2 - 3 g = Websit ®
= =P =& ab) Manage e &
. -
NET Roles  .NET Trust  .NET Users  Application Connection < Restart
Levels Settings Strings P Start =
PR RS il
B E Browse Website
Machine Key Pages and Providers  Session State SMTP E-mail [8] Browse *80 (http)
Controls
Advanced Settings...
s ~
N — _ Configure
s & 4 g
AsP Authentic.. Authorizat... cal Compression Deploy ~
Rules (-
) o . v @ Export Application...
a Import Application...
<] m [ 5| [E] Features View |2 Content View @ Hel v
eln
Ready e

0 Default Web Site Home -
1B) Explore
Filter: - % Go - (G Show All | Group by: Edi Permesion
493 WARDEVASTES (WARDEVASTES\Adn i : i "
i Edit Site
--[Z} Application Pools ASP.NET ~ [ "
4 — indings...
4[] Sites Iy &
8 o S @ 5 s et
po ] as 2 Explore NET NET Error NET NET Profile View Applications
bl cg Edit Permissions... tw. Compilation Pages Globalization View Virtual DiresTores
- Ci 3 — - = =
Add Application... i
& pplication LE@ Manage Website =~
. . =
&l Add Virtual Directory... es NETTrust .NETUsers Application Connection 2 Restart
Edit Bindings.. Levels Settings Strings P Start £
N - == || ® Stop
Manage Website » a &
/= = \ 1= Browse Website
Refresh ey Pagesand Providers  Session State SMTP E-mail &) Browse 20 (hitg)
) Contrals et
smove Advanced Settings...
~
| Deploy 3 | 4E  Export Application... Configure
Rename |i Import Application... | @ Limits...
[Z  Switchto Content View K Delete Web Site and Content Compression Deploy (o)
| 12 Regycle.. z @ Export Application...
E’ Import Application...
<] n [ 5| [ Festures View | 7 Cantent View | @ Helo v
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Use the “Browse...” button to select the AWLRSWebAPI_[revision].zip file located in the staging area on the server
(see Prerequisites section):

For example:
C:\stage\exawlrs01031901en\AWLRSWebApi_13191.zip

Import Application Package ? X

¢

Select the Package

Specify the lecatien of the package (for example, C\WebApplication.zip).
Package path:

Chstagehexawlrs01031901en\ AWLRSWebApi_13191.zip | I Browse...

Mext Cancel

Click Next. You should not need to make any changes on the following screen:
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Import Application Package ? *

* 3

Select the Contents of the Package

Package contains:

v--ﬁ Web Application (D:\Projects\Exor Products\AWLRS Products\AY Path D:\Projects\Exor Prod
= [P Create an application (D:\Projects\Exor Products\AWLRS Prog

v ';f File System Content (D:\Projects\Exor Products\AWLRS Prod
[¥][3 D:\Projects\Exor Products\AWLRS Products\AWLRSWebA,

Advanced Settings...

Previous Cancel

Click Next. On this screen you should enter the following information in the named fields as follows:

o Application Path - The path to be used for the deployed application, this will form the later part of the
application URL and is also the “deployment name” displayed under the web site in IIS Manager.

e Allowed Origins (CORS) — You must set this to a comma separated list of server URLS that are allowed to
access the Web API data (https://developer.mozilla.org/en-US/docs/Web/HTTP/CORS). This is expected to
be the addresses of the AWLRS application servers and could be as simple as just the current server in a
single HIS/AWLRS deployment. With two servers named serverl and server2 in the domain named
domain.com the value would look like this https://serverl.domain.com,https://server2.domain.com
As this is a security setting, if you get the value wrong you can deny AWLRS access to the resources it needs
to function so take care. If you need assistance contact your account support.

e Connection String - The database connection string for the AWLRS Application, please change [Database
Alias] to the database alias

e Encryption Key - The Key: value generated by AWLRS.EncryptionKeyGenerator called earlier
e Encryption IV - The IV: value generated by AWLRS.EncryptionKeyGenerator called earlier
e TNS Admin Path — The path to the TNS to be used. Double slash \\ should be used on the path.

o AWLRS_mapName — Name of the Map created in Map Builder for AWLRS, Please NOTE a corresponding
product option must also be set.

e SDL_mapName — Name of the Map created in Map Builder for SDL, Please NOTE a corresponding product
option must also be set.
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e MapServerProjLib — The MapServer Projection Library Path. Double slash \\ should be used on the path.
¢ MapServerPath — The path to the MapServer cgi-bin folder. Double slash \\ should be used on the path.
o MapServerOGRPath — The path to the MapServer OGR folder. Double slash \\ should be used on the path.

o MapServerURL — URL for the MapServer cgi-bin, please change [iisservername] to the fully qualified name
of the 1IS Server.

e LogFilePath — The path for the Web API Log file

o SdIMapServerOGRPath- The path to the SDL MapServer OGR folder. Double slash \\ should be used on
the path.

The following fields are all optional settings and relate to extended features of AWLRS that may not be
available (SSO and Log Dispatcher). If the values are left at the defaults, then the feature will not be
operational. If you do not know what to set for the following fields than they can be safely ignored.

e Mid-tier Connection String — OPTIONAL - The database connection string for the Oracle database mid-tier
user for proxy connections. Please change [Database Alias] to the database alias and provide the correct mid-
tier user account and credentials (see the relevant Exor documentation).

e OIDC Authority — OPTIONAL - The URL of the OIDC JWT token provider for validation. An example for
Bentley production environments would be https://imsoidc.bentley.com/. This is used in validation of the
token used to access the API. If the received token was not issued by the defined authority access will not be
granted. If not set then AWLRS will use the original username and password authentication by default.

e OIDC Audience — OPTIONAL - The URL of the audience for the token issued by the authority. This value
is used to validate the token. If this value is not a match for the relevant field in the token access will not be
granted. Only set this if a value has been provided for OIDC Authority above.

The following settings are more commonly used in Bentley managed service deployments. They should be
left unset if unsure of the values needed and you have not been directed to set them.

e Log Dispatcher Service URI — OPTIONAL - The URI of the Bentley Log Dispatcher service that is to be
used by the web API. An example for Bentley production environments would be https://connect-
logdispatcher.bentley.com.

e Bentley UDDI (BUDDI) code — OPTIONAL - The numeric UDDI (Universal Description, Discovery, and
Integration) code for service selection of the correct Log Dispatcher service. This value depends on your
deployment and region so you may need to contact support or your account manager for the correct value to
use.
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Import Application Package ? X

&j Enter Application Package Information

Enter information that is required to install this package:

Application Path a
Full site path where you want to install your application (for example, Default Web Site/Application).
Default Web Site/ [AWLRSWebAPI
Allowed Origins (CORS)
Provide comma separated URL list of origins allowed to access these resources
ConnectionString
Please provide AWLRS connection string...
‘Data Source=[dbhostname];User ID={0};Password={1}; l
Encryption Key
Please provide the key value from the key generator tool
| iE
Previous | Next | Finish Cancel
mport Application Package ? X

—

m Enter Application Package Information

Enter information that is required to install this package:

Encryption IV -

Please provide the IV value from the key generator tool

I |

TNSAdminPath
Please provide TNS Admin Path... (Use "\ in the path)

l C:\\app\\oracle_owner\\product\19.0.0\\client_1\\network\\admin |

AWLRS_mapName

Please provide the Map Name...
|AWLRS_MAP |

SDL_mapName
Please provide the Map Name...
|SDL_MAP |

Previous | Next I Finish Cancel
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Import Application Package ? *

Ei j Enter Application Package Information

Enter information that is required to install this package:

MapServerProjlLib
Please provide the Map Server Proj Lib Path... (Use "\ in the path)
| Chvmapserver\\cgi-bin\\prof W SHARE |

MapServerPath
Please provide the Map Server Path... (Use "\\" in the path]

|C:\\Mapsemer\\cgi—bin |

MapServerOGRPath
Please provide the Map Server Path... (Use "\' in the path)

|C:\\mapsemer\\cgi—bin |

MapServerUrl
Please provide the Map Server URL...

| https://liisservername]/cgi-bin/mapserv.exefmap={0} | v

Previous Finich Cancel

Settings after and including Mid-tier ConnectionString are all optional (see descriptions above).

mport Application Package ? X
( S— . .
kj Enter Application Package Information
Q |
|
Enter information that is required to install this package:
~
LogFilePath
Please provide the Log File Path...
lApp_Data\awlrs.Iog | I
|
SdiMapServerOGRPath |
Please provide the SDL Map Server Path... (Use "\\' in the path) !
| C:\\mapserver\\cgi-bin\\ogrgdal\\bin |
Mid-tier ConnectionString
Optional - Please provide AWLRS middle tier connection string...
|Data Source=[dbhostname];User ID=[MIDITER];Password=[ midtier]; |
0IDC Authority
Optional - Set the URI of the OIDC identity provider
l | v
Previous Next Finist Cancel
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And finally, if needed:

0IDC Audience
Optional - Provide the Audience (intended recipient) details for OIDC token validation

[ |

Log Dispatcher Service URI
Provide the UR! of the Bentley Log Dispatcher service to be used

Bentley UDDI (BUDDI) code
Provide the numeric UDDI code for the Bentley Log Dispatcher service

I |

Click Next. Deployment might take a few seconds then a summary screen will be displayed:

a Installation Progress and Summary

Summary | Details

The package was installed successfully.

The following actions were performed:
Added 7 Directories,
Added 73 Files,

Click Finish. In 11S Manager, you should now see a new application listed under Default Web Site:
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File  VWiew Help
Connections
CMETENT)

g5 Start Page
:d..tiﬁ
----- 1=} Application Pools
- @ Sites
4 Default Web Site
b -0 aspnet_client
b [P AWLRSWebAP
b cgi-bin

4.4 Secure the Web Service

All networked web services expose actions to the network be that an intranet or internet. It is important to secure the
services against attack. To this end there are some simple 1IS settings that can be made to ensure the IIS instance is
secured against more common attack vectors. We recommend you make the following changes at the web site level,
so they are inherited by web services within that site. Alternatively, you can secure the web service itself by making
the changes at the web service level. The following describe making the settings at the web site level.

In 11S Manager select the Default Web Site node (where AWLRSWebAPI has been installed)

Then locate and open the HTTP Response Headers feature under the 1S Area

@ Default Web Site Home

Filter: - Go - \gqShow All | Group by:  Area
ASP.NET
= > & | F [ AN
= N~ 4 [0 &
NET NET .NET Error MET MET Profile  .NET Roles
Authorizat.. Compilation Pages Glebalization
P E R & =
L B [1J* ] =
Machine Key Pages and Providers  Session State SMTP E-mail
Controls
115
b e ﬁz
@ r\J\ =0 CGI %E‘_i ;
= b % J o
ASP Authentic... Authorizat... cal Compression  Default
Rules Document
- Y, ﬂ—' = ..én
¥ i = = "
. HTTP | IPAddress ISAPIFilters  Logging MIME Types  Modules
i Response | and Doma..
f Headers
Management
=

The feature will open
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Now use the Add action to add the following HTTP Response Headers if they are not already present:
Response Header Name Value

X-Content-Type-Options nosniff
X-XSS-Protection 1
X-Frame-Options SAMEORIGIN

For example, to add the first of the above fill in the name and value fields and click OK:

q HTTP Response Headers

Use this feature to configure HTTP headers that are added to responses from the Web server.

Group by: Mo Grouping W

F Y

Marne Yalue Entry Type
X-Powered-By ASP.NET Inherited

Add Custom HTTP Response Header _

Mame:

|K-Cnntent-T}rp E-Uptiunsl |

Value:

|nn:|5r1i1"F |

QK Cancel

Once all the values have been added the Feature will look similar to:

g HTTP Response Headers

Use this feature to configure HTTP headers that are added to responses from the Web server.

Group by: Mo Grouping -

Mame Value

Entry Type
¥-Content-Type-Options nosniff Local
¥-Frame-Options SAMEQRIGIM Local
¥-Powered-By ASP.MET Inherited
X-X55-Protection 1 Local
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4.5 Deploy AWLRS

On the application server, open I1S Manager and navigate to Default Web Site:

48 SEe
2 g0 Dol Web Site|
& aspreet_chent
b AWLESWebAP
b gl egibin

Right-click Default Web Site and select Deploy > Import Application:

O Default Web Site Home

Q- |Z |8 | | B Exploce A
Q) Zathege Filter: « ¥ Go - (G Show Al | Groop by: | €St Permissions.
+ q L] j ‘.*.
o Apphcation Pools ASP.NET P 5oy
A Sites o2 e M ings...
" ‘0“.‘“, = =0 \\"/; .__&__J o‘ ‘1‘ ID WW
b ) aspner| A Explore NEY NETEwor  NET  NET Profie View Apgicatons
b AWRY  EdeP P Pages  Globalzation | View Virtuel Directories
1 cgibn = || e e
bl 9PN o add Applcation... ‘o d% 'L';j 2 | Manage Website R
71 Add Virtual Dectoey v - -3 |
= ot NETTrust  NETUsens  Apphcation  Connection | S hesan
Edit Bindings.. Levels Settings Sarings | ® San =
P ra=1 || @ Sop
Webiee i) A “ |
= 1B & & B B
) Refresh Pagesand  Providers  Session State SMTP £-mail {8 Browse 80 (hetp)
o) : I Advanced Settings..
Deploy » | € BpoApplication.. v Configure
Rename Impeet Apphication... ‘a Limas.
I Switch to Content View X DeleteWeb Ste and Content ~ -ompression | Deploy A
v i‘a Export Application, 4
L@ impen Applikation
a CH LR Heio =
= |
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Use the “Browse...” button to select the AWLRS_[revision].zip file located in the staging area on the server (see
Prerequisites section):

For example:
C:\stage\exawlrs01031901en\AWLRS 13191.zip

Import Application Package ? x

=1 Select the Package
¢

Specify the location of the package (for example, C:\WebApplication.zip).
Package path:

|C:\5tage\exaw|r501 031907 en’\ AWLRSWebApi_13191.zip ‘ | Browse...

Next Cancel

Click Next. You should not need to make any changes on the following screen:

| =
“ | Select the Contents of the Package

Package contains:

v [V] & Web Application (DAWRK\Source\Exor Products\AWLRS Pr Path DA\WRK\Source\Exg

1% create an application (DAWRK\Source\Exor Products\A
y File System Content (D:\WRK\Source\Exor Products\ AW
-[¥]1 3 DAWRK\Source\Exor Products\AWLRS Products\aw

Advanced Settings...

Previous MNext Cancel
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Click Next. On this screen you should enter the following information

e Application Path - The path where you want to install the application

o WebApiUrl — The location of the deployed AWLRSWebAPI set in section 4.3, please change [iisservername]
to the fully qualified name of the I1S Server.

o KendoUICulture — The browser displayed culture type for example ‘en-GB’, ‘en-US’ etc
o EditZoomThreshold — The minimum zoom level before editing is allowed

o KeepAlivelnterval — Number of milli-seconds after which a ping request is sent to WebApi to keep the
session alive

o externalldp — Defaulted to false. This value should be false unless IMS OIDC is to be used, for details on
IMS configuration please refer to your Bentley account team for further assistance.

¢ IncludeEndDatedForQuickSearch — True/False on whether end dated included in quick search
o MaxRowsForQuickSearch — The max number of returned rows on quick search
e SnapTolerance — The default snap tolerance

e DecimalFormat — Default decimal format to be used for none layer specific numeric fields. For example,
coordinate displayed in map, center map to coordinates and tolerance displayed in preferences dialog. An
example entry would be ‘#.####'

e DecimalPlaces — Default decimal places for none layer specific numeric fields. For example, coordinate
displayed in map, center map to coordinates and tolerance displayed in preferences dialog.

o EnableAwlrsNSGPIlugln — Defaulted to False. To enable the NSG (Street Gazetteer Manager) plug-in
functionality, simply set this value to True. Please refer to the AWLRS Admin Guide v1.3 for more
information regarding this plugin.

e EnableAwlrsPImPlugin — Defaulted to False. Please refer to the AWLRS Admin Guide v1.3 for more
information regarding this plugin.

o EnableAwlrsTMAPIugln — Defaulted to False. Please refer to the AWLRS Admin Guide v1.3 for more
information regarding this plugin.

e EnableAwlrsSDLPlugln — Defaulted to False. Please refer to the AWLRS TDL Guides v1.3 for more
information regarding this plugin.

The following fields are all optional settings and relate to extended features of AWLRS that may not be
available (SSO). If the values are left at the defaults, then the feature will not be operational. If you do not
know what to set for the following fields than they can be safely ignored.
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e OIDC Authority — OPTIONAL - The URL of the OIDC JWT token provider for validation. An example for
Bentley production environments would be https://imsoidc.bentley.com/. This is used in validation of the
token used to access the API. If the received token was not issued by the defined authority access will not be
granted. If not set, then AWLRS will use the original username and password authentication by default.

e OIDC Client Id — OPTIONAL - The client identifier for this application as defined with the OIDC provider.
Only set this if a value has been set for OIDC Authority above.

e OIDC Web API Scope — OPTIONAL — Name the scope required for access to the Web API protected
resources as defined with the OIDC provider. Only set this if a value has been set for OIDC Authority above.

Import Application Package

& i Enter Application Package Information
|

Enter information that is required to install this package: h

Application Path
Full site path where you want to install your application (for example, Default Web Site/Application).

Default Web Site/

WebApiUrl
Please provide the Web APl URL...
| https://Tiisservername]/AWLRSWebApi/api |

KendoU|Culture
Please provide the Ul Culture like en-GB/en-US...

|en—GB |

EditZoomThreshold
Please provide the edit zoom threshold...

|2[JD[JD |

Previous Cancel
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Import Application Package

Ei j Enter Application Package Information

Enter information that is required to install this package:

KeepAlivelnterval
Please provide the Keep Alive Interval...

|3ooooo |

externalldP
Set true if an external [dP (e.g. IMS) will be used...

|fa|se |

IncludeEndDatedForQuickSearch
Please provide the Include End Dated for Quick Search...

|fa|se |

MaxRowsForQuickSearch
Please provide the Max Rows returned for Quick Search...

[1o0 |

prEUiou; :-‘.E-\ Cance'

Import Application Package

Ei j Enter Application Package Information

Enter information that is required to install this package:

SnapTolerance
Please provide the default snap tolerance...

E |

DecimalFormat
Please provide the default decimal format...

|#,#m |

DecimalPlaces
Please provide the default decimal places...

[ |

EnableAwlrsMsgPlugin
Enable the NSG Plug-in functionality...

|fa|se |
]

Previous Finish Cancel
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The final settings related to OIDC are all optional (see descriptions above).

v e . —r———— - — - . —— -

& I Enter Application Package Information

Enter information that is required to install this package:

EnableAwlrsPImPlugin
Enable the PLM Plug-in functionality...

|fa|se |

EnableAwlrsTMAPIugin
Enable the TMA Plug-in functionality...

|fa|se |

EnableAwlrsSdIPlugin
Enable the Sdl Plug-in functionality...

|fa|se |

0IDC Authority
Optional - Set the URI of the OIDC identity provider

0IDC Client Id ¥

Previous Next Cancel

0OIDC Authority
Optional - Set the URI of the QIDC identity provider

0IDC Client Id
Optional - The Client Identifier for this OIDC enabled applicaton

0OIDC Web API Scope
Optional - Name of the scope required to access the protected resources

| | v

Previous MNext Cancel
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Click Next. Deployment might take a few seconds then a summary screen will be displayed:

Import Application Package _
I'-—-_ A

0 ‘ Installation Progress and Summary

Summary | Details

The package was installed successfully.

The following actions were perfformed:
Added 494 Directories,
Added 2704 Files.

Click Finish. In IIS Manager, you should now see a new application listed under Default Web Site:

- g Lol rayc
v
J Application Pools
v .8 Sites
v & Default Web Site
. [7] aspnet_client
[ AWLRS
\ ::D' AWLRSWebAPI
: <l egi-bin
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4.6 Application Pool Separation

The AWLRS applications need to sit in their own application Pools. Create a new application pool for the AWLRS
application by navigating to application pools and selecting ‘Add Application Pool’.

Edit Application Pool ? *
| AWLRS. AppPool

MET CLR version:

Mo Managed Code e

Managed pipeline mode:

Integrated w

Start application pool immediately

QK Cancel

Set *.NET CLR Version’ to ‘No Managed Code’

Once created navigate to the newly created pool and select advanced properties and ensure Start Mode is set to
‘AlwaysRunning’

. S o Applaren Doy w58

Alrass
-~ - @ Appication Poots Aaamces Sesimgy X
> Nk e WL s e bd et g Ve st o gt
68 Babop OO DI | ottiser pomirn) AVt oppl st Al Arpication ool Rasks
o Apphcation Pook MY CLR Varpon N Mz e
v e ‘o . " Ve [Py P p— Fabse
[r— e Mo god P gatms Mode e ]
; 2oar s o 2 161 Apghc arion Pocd
> AT OOt | 43 NET S e o Chmn Lagen
- ‘: .:" AP OR DRSS Apteel ol Sean Mode e -
O AL S ApeP et S (v U
g ST PR s
s
-~
Proe orses Mns, Naa WA
v Poson Madet
Gavats Proc et Model et Log Daery
Ao stuad cushdewrtty
.
[narme) Tha opyind diuton gutd amme 18 T g sl sae Rie e b st puiuid
» Concw
Repeat this process for the AWLRS WebAPI application pool.
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Once these application pools are created then the AWLRS and AWLRS WebAPI deployments should be assigned to
use them. Select the application in the tree for example AWLRS. Right Click > Manage application > Advanced
Settings

o q-:-'] Start Page This page lets you view and manage the list of application pools or

h h.:.] . ' processes, contain one or more applications, and provide isolation
.o} Application Pools
v (8] Sites Filter: ~ ¥ Go - g Show All | Group by:
h -@' Default Web Site MName Status MET CLR V... Managed
= EEE;—%‘;’]EW ) NET w5 Started w0 Integrated
. \F.D AWLRS;V Lo Explore Started wd 0 Classic
[ e L

Started Mo Manag.. Integrated
Started Mo Manag... Integrated
£ Add Application... Started .0 Integrated
+| Add Virtual Directory...

&l cgi-bin Edit Permissions...

| Manage Application 3 | Browse
i3 Refresh Advanced Settings...
K Remove

Deploy 3

= Switch to Content View
[T

Select the application pool the deployment should be assigned to and click ok. This should be done for both AWLRS
and AWLRS WebAPI.

w (General)

Rl L e Select Application Pool ? X
Physical Path
Ph}rs?cal Path Credent?als Application pool:
Physical Path Credentials Lo AWLRS. appPool | per
Preload Enabled
Virtual Path Properties:
v  Behavior S
Enakled Protocols et CLR Version: Mo Managed Code
Pipeline mode: Integrated
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4.7 Permissions

The following permissions must be assigned to allow AWLRS to function correctly. The installation instructions are
based on installing the product to execute within the default app pool. If there is a requirement to use a custom
application pool, then additional care for permissions may be needed. In addition, local security policies may add
further restrictions that must be observed, such detail is beyond the scope of this document.

47.1 CGIBin

Add 1IS_IUSRS with modify permission to relevant CGl_BIN location.
cgi-bin Properties -

| General I Sharing | Security | Previous Versions I Customize |

Object name:  C:\mapserver'cgibin

Group or user names:

Sl\?_,Administlators (WARDEVAS1ER"Administrators) ~
42, Users (WARDEVAS1ER \Users)

“TA11S_|USRS (WARDEVASTERMIS_IUSRS)

< m >

To change permissions, click Edit.

Permissions for I5_IUSRS Allow Deny
Full cortrol -
Modify v
Read & execute v
List folder contents v

v

v

Read
Write

For special permissions or advanced settings,
click Advanced.

[ ok || camesl |

This grants sufficient permissions to all automatically generated application pools such as the default application pool
and custom application pools using operating system managed identities. As a result, any application pool identity
added to 11S_IUSRS (either automatically or manually) will have permissions to the CGI_BIN folder.

4.7.2 Log Files

Following a standard installation the product will make use of two predefined folders to write any log information that
may be generated, these folders are located on the application server and are named as follows:

e [AWLRS Ul application deployment path]\App_Data
For example, C:\inetpub\wwwroot\AWLRS\App_Data

o [AWLRS Web API deployment path[\App_Data
For example, C:\inetpub\wwwroot\AWLRSWebAPI\App_Data

The relevant permissions must be granted for the application pool identity. In general it may be appropriate the
“modify” windows security privilege for “IIS TUSRS” to the chosen logging folders on the application server as
follows:
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Permissions for App_Data - ' Permissions for App_Data -
Security Securty
Object name:  C:hinetpub™wwwroot\ AWLRS \App_Data Object name:  Chinetpubwwwroot AW LRSWebAP "App _Data
Group or user names: Group or user names:
ﬂg‘Administlators (WARDEVAS1ES \Administrators) ~ SE‘Administmtors (WARDEVASTES Administrators) ~
52, Users (WARDEVAS1ES\ Users) 52, Users (WARDEVAS1ES\Users)
52, 11S_IUSRS (WARDEVAS1ESAIS_IUSRS) _ 2, 11S_IUSRS (WARDEVASTES\IS_IUSRS) _
EE‘Trustedlnstaller = 33_" TrustedInstaller =
SE‘Defaultﬁpp Pool v 33_', Default AppPool v
< m > { (1] >

Pemissions for IS_ILUSRS Pemissions for I1S_|LUSRS

Full control Full control
Modify Modify
Fead & execute Read & execute

List folder contents
Read

List folder contents
Read

[ ok || concd |[ fppy | ok || canced || ey |

As this will grant all identities that belong to the 1IS_IUSRS group permissions to the folders then you might choose
to assign the permissions to the application pool identity rather than the group to restrict access to the folders as
needed, for instance when not using the default application pool and you wish to ensure restricted access (such as
might be needed in a multi-tenant configuration).

If choosing to grant permissions to the relevant folder by application pool identity, ensure to use the actual app pool
identity (as named by the application pool name) e.g.

11S AppPool\AwlrsAppPool) or whatever this was called when the application pool was set up.

If you wish to use folders other than the defaults then a new log folder can be specified. To do this the following
changes are required:

Open the AWLRS Ul application Web.config file (for example, C:\inetpub\wwwroot\AWLRS\Web.config).

Find the <configuration><log4net><file> element and change the “value” attribute to the path and filename required
(note it is important to specify the filename as well as the path):

<?xml version="1.0" encoding="utf-8"?2>

<l—-

=

<configuration>

-] o b =

<configSections>

(=]

-

-]

<logdnet>

[y

EI <appSettings>
=
=

[y

<appender name="FileAppender" type="logdnet.Appender.FileAppender">
<file value="C:\awlrslogs\awlrssitelog.txt" />
<lockingModel type="logdnet.Appender.FileAppender+MinimalLock" />

Open the AWLRS Web Api log4net.config file (for example
C:inetpub\wwwroot\ AWLRSWebAPI\Configs\log4net.config)

[ RN R &

| S P

Issue: 1.3 30

CONFIDENTIALITY STATEMENT

The contents of this document, including system ideas and concepts, are confidential and proprietary in nature and are not to be distributed in any
form without the prior written consent of Bentley, Inc.



AWLRS PRODUCT INSTALLATION AND UPGRADE GUIDE V1.3 E B@ h 'i“ l@ g
a2

Sustaining Infrastructure

INSTALLATION

Find the <log4net><appender><file> element and change the “value” attribute to the path and filename required (note
it is important to specify the filename as well as the path):
<?xml version="1.0" encoding="utf-8"72>
<logdnet>
<appender name="FileAppender" type="logdnet.Appender.RollingFileAppender">
<file va;ue="c:\aqlrslogs\awlrs.log" />
<lockingModel type="logdnet.Appender.FileAppender+MinimalLock" />

L9 B - S R % T B

Clearly if you change the logging folders from those of the default configuration then the permissions granted to the
application identities (as described earlier in this section) must be adjusted accordingly.

4.7.3 Configure Web Service Origins

Note: This is for information only. You should have set this during installation in section 4.3 and can skip to the
next section. The information provided is to allow correction or update of CORS settings after an installation
has already been carried out.

To limit the potential for a CORS attack the AWLRS Web API allows you to set the Access-Control-Allow-Origin
CORS response Header. By default, it would be set to “*” to allow all domains. You can restrict this to the domains
you want to allow (e.g. your AWLRS application servers) by adding their addresses to the CorsOrigins setting in the
AWLRS Web API web.config file.

The CorsOrigins is an Application Setting in the AWLRS Web API Web.config file (for example,
C:inetpub\wwwroot\ AWLRSWebAPI\Web.config). Open this file in a suitable text editor (ensure you have
permissions to edit and save the file, make a backup prior to editing if you wish). Then in the appSettings section of
the file add the CorsOrigins key with a value that contains a comma separated list of the origins you want to limit
access to. The example on line 14 in the image below shows a setting to allow access from two fictional servers:
https://AWLRS_Serverl.your_domain.com ar1d https://AWLRS_Server2.your_domain.com

1 <?xml version="1.8" encoding="utf-8"2>

For more information on how to configure your ASP.NET application, please visit
http://go.microsoft.com/fwlink/?LinkId=381879
-3

—j<configuration>

- <configSections>

oo W

8 <section name="logdnet” type="logdnet.Config.LogdNetConfigurationSectionHandler,log4net,Version=1.2.12.8,Culture=n
9 <section name="unity" type="Microsoft.Practices.Unity.Configuration.UnityConfigurationSection, Microsoft.Practices
18 </configSections>

11 <unity configSource=".%Configs\unity.config" />

12 <logdnet configSource=".\Configs\logdnet.config” />

13 E <appSettings»

14 <add key="CorsOrigins"” value="https://AWLRS_Serverl.your_domain.com,https://AWLRS_Server2.your_domain.com" />

15 <add key="AppConnectionlame” value="AWLRSConnection™ />

Note: if this setting is not made correctly you may lose access to AWLRS. If you have problems with access to
AWLRS (e.g. HTTP 400/500 error) you should remove the CorsOrigins line from AWLRS Web AP1 Web.config file
and try again. If access is restored, then this would indicate an incorrect setting that requires correction before

applying again.
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5 Post Install/Upgrade Tasks

5.1 Product Options

AWLRS has several product options that need to be set prior to starting the application. For example:

Option Id Description Default Value
AWLMAPEPSG AWLRS Map Output Projection <PLEASE SET>
AWLMAPSRID | AWLRS Map Default SRID <PLEASE SET>

For more information on all AWLRS product options please refer to the appropriate version of the “AWLRS
Administration Guide”.

5.2 Help file

A default Help file is provided as part of the AWLRS deployment.

For more information regarding updating the Help file with the latest release please refer to the appropriate version of
the “AWLRS Administration Guide”.

5.3 Fontset file

MapServer users a Fontset file to locate any fonts used for Text Labels, Legend Graphics etc used in the applications’
map.

A default Fontset file is provided as part of the AWLRS Web Api deployment, please copy the fonts.list file:

From:

[AWLRS Web Api]\App_Data\

For example, C:\inetpub\wwwroot\AWLRSWebAPINApp_Data

To:

<Mapserver>\cgi-bin\
For example, C:\mapserver\cgi-bin

For more information regarding editing the Fontset file please refer to the appropriate version of the “AWLRS
Administration Guide”.

NB. If AWLRS is deployed to several load balanced servers this needs to be done on each of them.
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5.4 Write Map Files

Any image files used as the symbol for point layers need to be written to the Mapserver cgi-bin folder before running
the application for the first time or when any changes involving image files have been made to the AWLRS Map in
Oracle Map Builder.

NB. Please refer to the appropriate version of the “AWLRS Administration Guide” and the exor core
document ""Spatial Server Admin" for details on how to use Oracle Map Builder to configure a Base Map for
AWLRS.

To write the image files to the mapsever cgi-bin you must first login to the application, the URL for the application
can be derived in the following way:

On the IIS server run IIS Manager, select the AWLRS UI application (for example “AWLRS”) and click on “Browse
*:80 (https)” in the right-hand panel:

| Internet Information Services (I1S) Manager = | = -
@," | @ » WARDEVASIES » Sites b DefaultWebSite » AWLRS » |&& < @ -
File View Help
&) /AWLRSH .
r 5 ome
@, - el s 1= / B! Explore
85 Start Page _ Edit Permissions...
i Filter: - 1 Show All | Group by:
293 WARDEVASTES (WARDEVASTES\Adn | - R e 5 || @ pasic sertings
(2 Application Pools ASP.NET ~la s
4.8 Sites o & v F] View Virtual Directories
= N |
443 Default Web Site B H Mty ~
b [ pspietaglient NET NET NET Error MNET  NET Profile )
b 7’ Authorizat.. Compilation Pages Globalization
b PoiRSebaP| T i = el
bl egi-bin a7 g‘ & a,, L] Advanced Settings...
NETRoles NETTrust .NETUsers Application Connection
Levels Settings  Strings Deplay, &
- @ Export Application...
%ﬁr t!j ‘.'3. k& “J.L & Import Application...
MachineKey Pagesand  Providers Session State SMTP E-mail @ Hep
Controls
[ ~
) o SN c: g
= ] ]
P Authentic.. Authorizat..  CGl  Compression
Rules
o v
< " | [ Festures View |/.2 Content View
Ready g

This will open a browser window, if all is well the AWLRS login page will be displayed, copy the URL from the
address bar of the browser and replace “localhost” with the fully qualified name of the server, for example if the server
name is awlrsserver.bentley.com, the application path used in section 4.4 was “AWLRS” and the application was
deployed to the Default Web Site then the starting URL will be:

http://localhost/ AWLRS/#/login
and should be changed to:
http://awlrsserver.bentley.com/AWLRS/#/login

This is the URL that should be used to launch the AWLRS Ul application.
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Paste the new URL into the browser’s address bar and login as the Highways Owner:

g Assetwise ALIM

Linear Referencing Services

User Name
highways

Password

Once logged in open the user menu located at the top right hand side to the application and click on the Write map
files link.

& highways

Write map files

When prompted for confirmation click on the “Yes” button to continue.

® Confirm? X

Are you sure you want to write map files, will refresh the page and revert to default

extent

The application will write the required image files to the <mapserver>\cgi-bin folder and refresh the map, any layers
that use the image files should now display correctly.

NB. If AWLRS is deployed to several load balanced servers this needs to be done on each of them.
i.e. Apply the above steps to each server using the direct (non load balanced) URLSs.
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6 AWLRS Local Culture Setting

AWLRS makes use of a language tag to localize messages and labels shown to the user. This language tag will be
referred to in this section as the Kendo Ul culture code. As well as ensuring correct language specific messages are
used, the Kendo Ul culture code will ensure local regional settings are appropriate for such things like date formats,
currency format etc.

A variety of Kendo Ul culture codes are distributed within the application but if the required language is not
distributed within the application use the following steps to install and configure the additional code.

1) ldentify the required code of kendo-ui-culture. The following URL displays all available culture codes
provided by kendo:

https://github.com/telerik/kendo-ui-core/tree/2016.R3/src/cultures
The file names will be of the pattern as shown below

kendo.culture.<language code>[-<country/region code>].js
For example
kendo.culture.en-GB.js

The code used within AWLRS config detailed below in this example will be “en-GB”

2) Configure AWLRS for the required culture.
a. Edit [AWLRS Ul application deployment path]\app\config\config.json
b. Edit the variable kendoUICulture and change its value to required code which we got in Step 1.

For example:

K
"appConfig™: {
"sysConfig™: {

"webfpilUrl”: "http:, /AWLRSWeblpi/fapi”,
|  TkendoUICulture™: “en-GE",
"projectTitle™: "AssetlWise ALIM Linear Referencing Serwvices”,

"version": "@1.81.86.81",
"keepllivelnterval”: 300000,
"externalldP": false,
"decimalFormat™: "#.#HEH",
"decimalPlaces": 4,

3) Add culture files to AWLRS .
1. Get the required kendo.culture.<code>.js file from
https://github.com/telerik/kendo-ui-core/tree/2016.R3/src/cultures

2. Copy the required kendo.culture.<code>.js file to [AWLRS Ul application deployment
path]\Scripts/kendocultures\ folder.
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4) Add the resources file to AWLRS.

1.

4.

Create the required resources file by copying any existing resource file of any language and change the
values within it to the appropriate language (where required).

The file name pattern should be as below

resources-locale_<code>.js Eg. resources-locale_en-GB.js

If we create for English and for Australia, the code will be en-AU. The file name will be resources-
locale_en-AU.js

Copy this to [AWLRS Ul application deployment path]\app\plugins\map\config\i18n folder.

5) Restart the 1IS and AWLRS and the application will start using new kendo-ui-culture.

Note:

If a new code is added and there is no kendo.culture.<code>.js file, then by default, kendo will use en-US .

For every <code> added, the following files are needed:

kendo.culture.<code>.js within:
[AWLRS Ul application deployment path]\Scripts\kendocultures\

resources-locale_<code>.js file within:
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{ AWLRS Local Password Policy and Email Address Criteria

AWLRS can impose a password policy in the Ul when users attempt to modify or create a new password. Email
address creation is also tested to ensure the email address proposed conforms to basic RFC 822 structure. Both can be
configured to better suit local policies or can be removed entirely. To alter the settings the following file must be
edited (you are advised to backup the file prior to changing it):

[AWLRS Ul application deployment path]\app\config\config.json

Towards the end of the file is a section like the following:

|
: "= ¥[a-z]) (2= [A-Z]) (=% [0-9]) (A=Y LEEVGER RN ) (2= {5 1 Ty,
: "Min Length 2 at lsast one from each a-z, B-Z, 0-%, !E#VNEEVeWAT,
: "({[R-Za-z0-9][._]2)+[R-Za-z0-9]@{[R-Za-z0-3 " \-]+)\\. ([R-Za-z0-9]1({2, 1",
: "You have entered an invalid e-mail address.™

b

The value of the regExp setting is a regular expression controlling the password policy. The value of passwordHint
describes the policy in a message that will be shown to the user to assist them in setting a suitable password, for
example:

Change Password - I A X

Old Password

-----

User}

IIZE

Confirm New Password
Passw

— Passwords are not matching -

The value of the regExpEmail setting and value of emailHint set and prompt for the email address in a similar
fashion.

Altering the values of those keys will allow control over the policy applied by that instance of AWLRS. Removal of
the regExp or regExpEmail will turn off the respective policy in the Ul allowing the user to provide untested data
which may be refused by the lower layers of the application if the value fails further tests during later processing.
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